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On 6 October 2023, the Information Commissioner’s Office (ICO), the UK’s data
protection regulator, issued a preliminary enforcement notice against Snap
Inc. and Snap Group Limited over “a potential failure to assess the privacy risks
posed by its generative AI chatbot ’My AI.’” The ICO’s investigation provisionally
found that Snap “failed to adequately identify and assess the risks to several
million ‘My AI’ users in the UK,” including children between the ages of 13 and 17.

This preliminary enforcement notice follows the publication on 15 June 2023 of a
reminder to businesses to address the privacy risks posed by generative AI before
adopting this technology. Prior to that, on 3 April 2023, the ICO had published a
series of 8 questions organisations developing or using AI should consider with
regards to the processing of personal data, ranging from the lawfulness of the
data processing to transparency, security risk mitigation, individual requests for
information and the intention to rely on AI to make automated decisions.

Initially launched in February 2023 for Snapchat+ subscribers in the UK, the
chatbot feature was made available to all UK users in April 2023. Using OpenAI’s
GPT technology, ‘My AI’ is the first example of a generative AI being directly
embedded into a major messaging platform in the UK.

The preliminary notice outlines the steps which the ICO may require depending on
Snap’s actions. In the event that a final enforcement notice were adopted, Snap
may be required to stop processing data in connection with ‘My AI.’ Leading to the
adoption of the preliminary notice was the ICO’s finding that Snap “did not
adequately assess the data protection risk posed by the generative AI technology,
particularly to children.” While John Edwards, the ICO’s Information Commissioner,
said that the investigation suggested “a worrying failure,” it must be noted that
the findings are provisional and that no breach of data protection law has been
observed. The final decision by the ICO will be taken after careful consideration of
Snap’s response.

UK Information Commissioner issues preliminary enforcement notice
against Snap
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Don't be blind to AI risks in rush to see opportunity - ICO reviewing key
businesses' use of generative AI

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/06/don-t-be-
blind-to-ai-risks-in-rush-to-see-opportunity/

Generative AI: eight questions that developers and users need to ask

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/04/generative-
ai-eight-questions-that-developers-and-users-need-to-ask/
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